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Abstract
In this paper, the performance of smart grid technology in detection of electricity theft was evaluated in contrast with the

traditional means of discovering theft in electricity distribution companies. Data were taken from Ibadan Electricity
Distribution Companies in Nigeria, which has been involved in the use of smart grid technologies in recent times. The
data used were from the records from electricity theft detection record of the company over the space of 12months when
smart grid was not employed through Advanced Metering Infrastructure (AMI) and when AMI was employed over the
period of 12months. The numbers of incidents recorded for the different periods were noted as well as the rates of detection
in percentages were noted. This paper points out the importance of improving on the functionalities of energy metering
devices by upgrading them from just being System Transfer Specific (STS) one-way communication to Advanced
Metering Infrastructure (AMI) two-way communication smart devices. The rates of detections during and after the
deployment of Smart Grid (SG) were compared and through the results, it was discovered that there are greater result in

term of detection rates with the deployment of smart grid than the traditional method.
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1 Introduction
Renewable energy sources replenish themselves naturally

without being depleted in the earth; they include bioenergy,
hydropower, geothermal energy, solar energy, wind energy
and ocean (tide and wave) energy [1]. The rise in the usage
of alternative kinds of energy is due to the expanding
economic growth of various national economies. Continuous
usage of fossil fuels and other conventional resources to
meet the growing demand has resulted in increased energy
crisis and greenhouse gas emissions [19, 20]. Hence, it is
essential to use renewable energy sources for more reliable,
effective, sustainable and pollution free transmission and
distribution networks. Therefore, to facilitate large-scale
integration of renewable energy in particular wind and solar
photovoltaic (PV) energy [3, 21, 22, 23]. To ensure that
energy system remains clean even with large increases in
population and economic activity in the long run,
technologies that have essentially zero emissions of
greenhouse gases and air pollutants per unit of output over
the system's entire "lifecycle. Prioritizing technology with
minimal environmental effect, waste-disposal issues, and
reliance on renewable or recyclable materials [4]. Efficiency
helps temper demand growth, reduces fuel imports, strain on
existing infrastructure and keeps consumer bills affordable.
Energy and material efficiency reduces electricity demand
by 230 terawatt-hours in 2030 — 30% of electricity demand
today [6, 23].
Building codes and energy performance standards, which
restrict the sale of the least efficient appliances and lighting,
make up 60% of these savings. Energy demand for fans and
air conditioning still quadruples over the decade as
urbanization and climate change rapidly increase the need
for cooling in Africa, calling for a strong focus on efficient
cooling solutions [6]. The success of promoting renewable
energy is significantly influenced by pricing. As a result, it
is crucial to evaluate the distinctive qualities connected with

alternative sources of renewable

energy in order to get insight into the pricing of renewable
energy [10]. The US Department of Energy states that a
smart grid uses digital technology to enhance the economic

and energy efficiency (reliability, security, and efficiency)
of the electrical system from large generation to consumers'
electricity delivery systems and an increasing number of
distributed generation and storage resources” [5]. A smart
grid system is necessary because it can protect against cyber
security, expand the grid for the seamless integration of
renewable energies like wind” [7], “electrical vehicles and
battery systems using power electronics, and solar” [8],
provide smart metering, enable energy observation and
control, reduce fluctuations in voltage, frequency, and
current, and improve harmony between the grid and the rest
of the power grid [9]. Alternative energy sources play a
crucial role in producing thermal energy alongside
electricity. Renewable energy sources reduce greenhouse
gas emissions and allow for sustainable use of finite fossil
resources in the future.

A smart grid is an electricity system that uses digital
communications technology to detect, respond to, and take
appropriate action in response to changes in demand and a
variety of other problems [10]. Many countries' national
grids have relatively ancient infrastructure and use
traditional methods for power production, transmission, and
distribution. Furthermore, the control and monitoring
capabilities of these systems are inadequate. Smart grid
technologies, on the other hand, include sophisticated tools
for monitoring and controlling the electricity system in both
directions, from power plants to end users, and vice versa.
As a result, many vulnerabilities and power outages can be
discovered in advance and required precautions
implemented [11].

Energy theft, also known as non-technical loss (NTL), is a
formidable problem for all utility providers (UPs) in the
conventional power grid system. The utility providers are
estimated to lose billions of annually due to energy theft [24,
25 ]. Although the implementation of smart grids offers
technical and social advantages, the smart meters deployed
in smart grids are less susceptible to more attacks and
network intrusions by energy thieves as compared to
conventional mechanical meters. Smart grids are an

integrated communication and power system infrastructure

162



Adedayo et al. Journal of Engineering Technology and Innovation (Special Issue for IEC 2024), pp. 161-169, 2024

which allows for robust to a communication, advance
sensor and distributed computers to improve the efficiency,
reliability and safety of power delivery and use. Smart grid
technology can represented an opportunity for developing

countries to leapfrog in growth of their power sector.

Smart grid in energy transmission means use of feedback
from the consumption end [16]. To mitigate non-technical
losses due to electricity thefts and inaccurate smart meters
readings, utility providers are leveraging on the energy
consumption data collected from the advanced metering
infrastructure implemented in smart grids to identify
possible defective smart meters and abnormal consumers’

consumption patterns.

In recent years, Smart Grid (SG) is being globally introduced
to replace its antiquated predecessor to address some of these
issues. One significant feature of SG infrastructure is the
replacement of the conventional mechanical meters by smart
meters (SMs) in Advanced Metering Infrastructure (AMI)
[12]. One of the most important challenges in electricity
distribution companies is the use of unauthorized
electricity or electricity theft, which is an important factor
in reducing the income of electricity distribution
companies. The number of subscribers as well as the large
amount of data related to their consumption is increasing
rapidly, and the traditional methods to detect suspicious
subscribers are difficult, expensive and in some cases

almost impossible [13].

When power consumed becomes more than sanctioned
limit, then use is increased. The distribution system cannot
identify reason behind increase in consumption, that
whether it is due to increase in consumption or power is
being theft. If power theft is online on pole create problems

to distribution line and at last distribution station [16].

Therefore, the question is how smart grid technologies and
renewable energy integration improve the efficiency,
reliability, and sustainability of power systems, while
mitigating challenges such as energy theft and increasing

energy demand in growing economies is addressed in this

paper. This paper aims to explore the role of smart grids in
addressing the limitations of conventional power grids, such
as inefficiency, outdated infrastructure, and energy theft. It

will investigate:

i how the use of digital technology in smart
grids enhances system monitoring, control,
and response to demand fluctuations,
ultimately improving grid reliability and
efficiency,

ii. how the use of digital technology in smart
grids enhances system monitoring, control,
and response to demand fluctuations,
ultimately improving grid reliability and
efficiency,

iii. how smart grid technologies can support the
transition to a more sustainable and
environmentally friendly energy system,
addressing challenges like rising energy
demand in developing regions and the need
for efficient cooling solutions amidst
urbanization and climate change.

2 Methodology
System Model

The model developed to represent electricity theft typically
involves modeling both legal and illegal consumption
patterns. The basic concept borders on the Energy Paid (EP)
for and Energy Unpaid (EU) for. Equation 1, shows the

relationship between the metered and unmetered energies.
Eq=En+E; )

Where E, is the actual energy, E,, is the metered energy

and E, is the stolen energy.
The total energy supply to the grid is given as;
Er=y X (Em+ Ep) (2)

Where E; is the total energy supplied to the grid by the
utility company and y is the efficiency factor

accounting for losses.
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The Energy Paid (EP) for is then equal to E,, and it

approximately given by the equation 3;

EP ~ U (Ugp, Ogp) 3

Where pgp is the mean of deviation and ogp is the standard
deviation of Energy paid for.

Data collecting strategies were classified into two
categories:  traditional ~methods and smart grid
implementation via AMI. The old technique of data
collecting consisted of user-to-user electric meter
examinations. Anomalies were identified mostly through
physical inspections, consumption patterns, purchase trends,
and so on. Despite all of these processes, thefts may not be
caught, resulting in low efficiency because thefts may have
occurred for a lengthy period of time before being detected
during visits. On the other hand, smart grid technology
deployment via AMI detects abnormalities remotely,
including the meter's details and, to a reasonable extent, the
type of anomaly occurring with the electric meter. The
amount of abnormalities and thefts discovered with each
approach during the course of observations served as the
foundation for comparing the two ways of theft detection.

The table 1 shows the data on energy theft and detection
adopting the traditional method taken over a 12-month

period.

The table 2 shows the data on energy theft and detection with
the implementation of smart grid technology taken over a

12-month period.

Table 1: Energy theft and detection record using
traditional method

Detection
Rate before
Number Deployment
of Cases of SG(%)

930,232

17 1,577,674 29.4

31 2,103,534 16.1

8 604,651 12.5

26 3,441,860 19.2

19 1,720,930 10.5

11 1,116,279 18.2

31 3,609,302 19.4

4 465,116 25

16 2,660,465 18.8

18 2,930,232 16.7

14 1,860,465 21.4

Table 2: Energy theft and detection record using smart

grid method

Magnitude of | Detection

Stolen Rate after

S/ Number Electricity Deploymen

N | Month of Cases (Kwh) t of SG(%)
1 | Janurary 31 4,239,534 64.5
2 | Feburary 29 4,429,768 65.5
3 | March 53 7,026,456 75.5
4 | April 55 8,223,471 54.4
5 | May 66 8,928,846 77.3
6 | June 54 10,464,667 74.1
7 | July 60 8,874,057 58.3
8 | August 56 8,742,788 64.3
9 | September 45 7,553,488 66.7
10 | October 21 3,103,255 71.4
11 | November 32 5,167,236 62.5
12 | December 56 12,056,706 80.4
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3 Results and Discussion

The simulation parameters used for the paper are as shown
in the tables 1 and 2 . Number of energy theft cases detected
over a period of 12 months. Magnitudes of the energy stolen
with respect to the cases discovered were recorded across the
two scenarios of traditional method and smart grids
deployment. Also, the percentage of theft detection rate over
the two instances (traditional and the smart grid deployment)

were recorded

Figure 1 shows the relationship between the numbers of
cases of energy theft detected over a 12-month period. It was
discovered that there are more energy theft detected by
deploying smart grid technology compared with the
traditional or manual method of detection. Meaning that
remotely and with more efficiency, more anomalies can be
detected and users monitored.

Number of Cases
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Figure 2: Energy theft detection rate

Figure 2 represents the "Detection Rate (%)" of electricity
theft before and after the deployment of Smart Grid (SG)
technology over a 12-month period. The vertical axis shows
the detection rate in percentage, while the horizontal axis
displays the month number from 1 to 12.

Key observations:

- Before Deployment (Blue Line): The detection rate is
significantly lower, ranging from around 10% to 30%. There
are minor fluctuations throughout the months, with peaks
occurring in months 3 and 5, but overall the detection rate

remains low.

- After Deployment (Orange Line): The detection rate
improves drastically, ranging from around 60% to 80%
across the months. The rate consistently stays high, with
slight variations but consistently outperforming the pre-

deployment period.

Overall, the graph indicates a substantial increase in
detection efficiency after the deployment of Smart Grid
technology. While the detection rate before the deployment
struggled to exceed 30%, the post-deployment period shows
a consistent detection rate of 60% or higher, underscoring
the effectiveness of SG in identifying electricity theft.
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Figure 3: Magnitude of stolen energy

Figure 3 illustrates the "Magnitude of Stolen Electricity
(Kwh)" before and after the deployment of Smart Grid (SG)
technology over a 12-month period. The vertical axis
represents the magnitude of stolen electricity in kilowatt-
hours (Kwh), and the horizontal axis indicates the month
number from 1 to 12. Two lines are shown: the blue line
(before deployment) and the orange line (after deployment).

Key observations:

- Before Deployment (Blue Line): The magnitude of stolen
electricity fluctuates between 1 million and 2.5 million kwWh
over the 12 months, maintaining relatively low levels with

minor spikes in months 4, 5, and 9.

- After Deployment (Orange Line): There is a significant
increase in the detected magnitude of stolen electricity. The
values start at around 4 million kWh in month 1 and rise
steeply, peaking at over 10 million kWh in months 6 and 12.

Overall, the magnitude of stolen electricity is much higher
after the deployment of SG technology, which suggests that
the Smart Grid system is more effective at detecting a larger
quantity of theft compared to traditional methods. The rising
trend in the months following the SG deployment indicates
that more theft was being uncovered, emphasizing the

improved detection capabilities of the system.

With such huge quantities of electricity being lost
continuously without detection over a long period of time, it
perpetually keeps the ATC&C up to the detriment of a viable
electricity supply and sustainability of utility industries.

Improvement in Detection Rate after Deployment of SG
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Figure 4: Improvement in detection rate

Figure 4 shows the "Improvement in Detection Rate after
Deployment of SG" (Smart Grid) technology over a 12-
month period. The vertical axis represents the percentage
improvement in detection rate, while the horizontal axis

indicates the month number from 1 to 12.
The following were observed:

- The detection rate improvement fluctuates over the months,
ranging between 30% to 60%.

- The highest improvement occurs in month 6 and month 12,

where the detection rate exceeds 60%.

- The lowest detection rate improvement is seen in months 2

and 8, with values just above 30%.

- Overall, the data indicate a consistent improvement in theft
detection rates after the deployment of Smart Grid
technology, though there are variations in effectiveness

across different months.

This suggests that Smart Grid technology significantly
enhances theft detection, although external factors may

influence monthly variations.
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It is worth acknowledging that this paper relies solely on data
from IBEDC in Nigeria, which may limit its generalizability.
The electricity distribution infrastructure, socio-economic
conditions, and theft patterns in Nigeria may differ
significantly from other regions and also the internal
practices, culture, and operational efficiency of IBEDC
could uniquely influence the results. Furthermore, while
smart grids with Advanced Metering Infrastructure (AMI)
improve theft detection, they are not foolproof. AMI systems
can still be bypassed or tampered with by sophisticated
thieves. It should also be acknowledged that AMI introduces
a two-way communication system, which, while improving
theft detection, also exposes the grid to potential cyber
attacks. Hackers could manipulate data or find new ways to
commit theft.

This research is unique in that it takes an empirical, data-
driven approach, using real-world data from a Nigerian
energy distribution firm to evaluate traditional versus smart
grid methods of identifying electricity theft. It also focusses
on the special benefits provided by Advanced Metering
Infrastructure (AMI) in a developing country setting, adding
unique and practical insights to the current literature. The
paper's emphasis on longitudinal analysis, the move to two-
way communication metering systems, and the
quantification of detection improvements distinguishes it
from earlier studies, making it an important contribution to
academic and industry conversations about power theft

prevention.

4 Conclusion
In this paper, the performance of smart grid technology in

detection of electricity theft was evaluated in contrast with
the traditional means of discovering theft in electricity
distribution companies. Data were taken from Ibadan
Electricity Distribution Companies in Nigeria how has been
involved in the use smart grid technologies in recent times.
The data used were from the records from electricity theft
detection record of the company over the space of 12months
when smart grid was not employed through Advanced

Metering Infrastructure (AMI) and when AMI was employed

over the period of 12months. The numbers of incidents
recorded for the different periods were noted as well as the
rates of detection in percentages were noted. This paper
points out the importance of  improving on the
functionalities of energy metering devices by upgrading
them from just being System Transfer Specific (STS) one-
way communication to Advanced Metering Infrastructure
(AMI) two-way communication smart devices. The rates of
detections during and after the deployment of Smart Grid
(SG) were compared and through the results, it was
discovered that there are greater result in term of detection
rates with the deployment of smart grid than the traditional
method. Also, the study's conclusions have important
consequences for legislators and utility businesses.
Policymakers should use these findings to develop laws and
incentives that encourage smart grid adoption, improve
energy security, and reduce non-technical losses. The study
presents a compelling commercial case for utility firms to
engage in smart grid technology, which may boost
operational efficiency, customer happiness, and long-term
financial viability.

Finally, investing in smart grid technology offers
numerous potential benefits, particularly in reducing energy
theft and improving grid efficiency. Below are the key

benefits:

1. Enhanced Detection and Prevention of Energy
Theft

2. Enhanced Detection and Prevention of Energy
Theft

Improved Grid Efficiency and Reliability
Cost Savings and Revenue Protection
Support for Renewable Energy Integration
Environmental Benefits and Sustainability

Data-Driven Decision Making

© N o v s~ W

Scalability and Future-Proofing
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